Smart Sensors
for the Smart Grid

Dr. Darold Wobschall

President, Esensors Inc.

Sensor Tech Forum 2011

@ TECH BRIEFS

1
SENSOHS Smart Sensors — D. Wobschall

TECH FORUM




8
Agenda

Overview of the Smart Grid

Smart sensor design aspects

Sensor networks

Metering and power quality sensors
Sensors for smart buildings

Smart grid networked sensor standards
Application areas
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Overview of the Smart Grid
-- subtopics --

What is it?

NY ISO
Framework
Benefits
Characteristics
Architecture (3)
Microgrid (4)

|P Networks
Interoperability
Confidentiality
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What is the Smart Grid?
(Wikipedia)

0o The electrical grid upgraded by two-way digital communication
for greatly enhanced monitoring and control

Saves energy, reduces costs and increases reliability

Involves national grid as well as local micro-grid ---
power generation, transmission, distribution and users

Real-time (smart) metering of consumer loads is a key feature
Phasor network another key feature (Phasor Measurement Unit, PMU)
Uses integrated communication (requires standards)

Includes advanced features and control

(e.g., energy storage, electric auto charging, solar power, DC
distribution)

O O
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Electric Grid in New York

0 New York Independent System Operator (NYI1SO)
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NIST Smart Grid Framework

O Report prepared by National Institute of Standards and
Technology (NIST) and the Electric Power Research
Institute (EPRI)

o Title: NIST Framework and Roadmap for Smart Grid
Interoperability Standards

[http://www.nist.gov/public_affairs/releases/smartgrid_interoperability.pdf]

0 Used as reference for this presentation (Jan 2010)
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Smart Grid Benefits

from Framework

Improves power reliability and quality
Optimizes facility utilization and averts peak load need

Enhances capacity and efficiency of existing electric power
networks

Improves resilience to disruption

Enables “self-healing” responses to system disturbances
Facilitates expanded deployment of renewable energy sources
Accommodates distributed power sources

Automates maintenance and operation

Reduces greenhouse gas emissions

Improves cyber security

Enables plug-in electric vehicles and energy storage options

O0O000000aO0
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Distinguishing Characteristics

from Framework/Roadmap

O Increased use of digital information and controls technology
0o Dynamic optimization of grid operations, with full cyber security

0o Deployment and integration of distributed resources and
generation

O Incorporation of demand response and energy-efficiency resources

0 Deployment of “smart” technologies for metering, communications
concerning grid operations and status, and distribution automation

O Integration of “smart” appliances and consumer devices

O Integration of electricity storage and peak-shaving technologies
and electric vehicles

o  Provision to consumers of timely information and control options

o Development of standards for communication and interoperability
of appliances and equipment connected to the electric grid

0o Lowering of barriers to adoption of Smart Grid technologies
@ TECH BRIEFS 3
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Architecture

(NIST Roadmap)
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SCADA Monitoring and Control

4 Operations ™\

/" RTONSO 1( Transmission \ /  Distribution Ops

SCADA: supervisory
control and data acquisition

RTO: Regional
Transmission Organization
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Transmission and Distribution

I/_ e

Marke”
SEMCES
nterfaice

III-

‘-, BUIK Generation _/

. - o ':, ;“, o - -
\\ - 4 Distributon ~~ J \
@ TECH BRIEFS 11

SENSORS O Smart Sensors — D. Wobschall

TECH FORUM




local Distribution and Micro-grid

A Microgrid is a localized
group of electrical
generation, energy storage
and loads. It may operate
independently or connected
to the conventional grid.

i

EMS —
Energy Management
System
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—————————————
Sub-grid or Microgrid

o Power generation (1),
transmission (2) and
substations (3) are under
control of Utilities

o Commercial buildings (5)
and part of distribution (4)
are part of local distribution
or sub-grid

o All part of smart grid
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|P Based Networks

0 Internet Protocol (IP) based networks are used for data
communication involving the smart grid

O Acts as bridge between application and underlying
sensor/control networks

0o Used by both private (dedicated) and public networks
0 Used also by local wireless networks
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Standards and Interoperabillity

o TCP/IP is only the communication protocol

o Data carried as payload will be formatted by
specific standards (e.g. SCADA or PMU)

O Over 75 Standards referenced in NIST Guidelines
O Sensor network standards discussed later
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Confidentiality Concerns

o Data/commands requires proper level of protection

=  Data which could bring down parts of the Grid need highest level
of protection

=  Encryption is needed at several levels but can be costly for small
systems (more hardware, keys, permissions, etc)

=  For many local (micro-grid) applications, encryption is unneeded
and counter-productive (e. g. local thermostat)
0o Users need privacy protection

=  Data transfer is two-way, including at the sub-grid level with
commercial business and private homes

=  Confidential information might be gleaned from smart grid data
and sold to third parties

0 Indirectly affects networked sensor design
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Smart sensor design aspects
-- subtopics --

0o Background and Sensor
types (6)

0 Block diagrams (3)

O Features

0 Examples (3)
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Sensor Development
past and future

0 Most sensor principles known (by physicists) for over
100 years

O Many sensors used industrially for over 60 years

0o Computer controls and appetite for data have driven
sensor uses, especially Machine-to-Machine (M2M).

o Continuing improvements in manufacturing methods
(e.g. MEMS) have made sensors smaller & easier to use

0 Advances in electronics (analog, a/d, microcomputers,
communications) lower costs and add functionality.

o Smart, digital, networked sensors are the future trend
and used by the Smart Grid and Smart Buildings
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————————————————————
Sensor Types

O Basic Sensors
O Smart Sensors
O Networked Sensors

\
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Basic Sensor Electronics Block Diagram

Physical to
Electrical
Physical
Parameter Sensor
,,,,,,,,,,,,,,, +
Element
( e.g. Temperature)

( e.g. Resistor)
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Electrical to Calibrated in
Voltage Engineering Units
. Va A
Signal -, Analog
Conditioner Read out
1.999
(e.g. °C) DVM
Option
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Partial List of
Measured Parameters and Sensor Technologies

Acceleration/Vibration _
Level & Leak Technologies

|
O

o Acoustic/Ultrasound O Resistance

O  Machine Vision o Capacitance

o Chemical/Gas* 0 Inductance & magnetics

O  Motion/Velocity/Displacement o Optical & fiber optic

0 Electric/Magnetic* o Voltage & piezoelectric

O  Position/Presence/Proximity o Ultrasonic

o Elow o RF/microwave

o  Pressure

o  Force/Strain/Load/Torque Sensors (and sensor industry)

0 Temperature* are subdivided (fragmented) by:
o Humidity/Moisture® 1. Parameter measured

2. Technology
3. Application area
"‘ @ TECH BRIEFS
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http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=33134
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=27145
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=33135
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=27143
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=27137
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=27146
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=27141
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=33136
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=33138
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=33139
http://www.sensorsmag.com/sensors/article/articleList.jsp?categoryId=34380
http://sensorsmag.com/sensors/article/articleList.jsp?categoryId=33140

Smart Sensor Block Diagram

ID |» Calibration

- TX Driver or |10 Computer
e— > AD > Micro Computer > e o
From Basic Serial Port

Sensor I
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Smart (Digital) Sensor Features

0 Analog/Digital Converter
Typically 10-14 bits, usually internal
0 Microcontroller (embedded)
PIC or similar 8-bit (or 16-bit) micro with appropriate features
0 Sensor ldentification (serial # etc)
0 Calibration information
Compensation for sensor variations; conversion to engineering units
o Data logging and real-time clock (optional)

@ TECH BRIEFS
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PIC16F872 BLOCK DIAGRAM

Microcontroller Example

FIGURE 1-1:

Pin Diagram

DIP, SOIC, SSQP
TeRvee—e=#1 280w RE7PGD
raoiaNo=+—+[] 2 27[ == resiPGC
RataNT =[] 3 26[ ]+ RB5
RAZ/ANZNVReF-—[] 4 25 ] RB4
RAIANIVREF+=*—*[] 5 24[ ]+ rB3/IPGM
Radmocki=—=[] 6  23]==RB2
RASANASS==0 7 B  2[0<=Rs1
ves—=[] 8 £ 21+ RBOINT
oscicLKN—[] 9 E 20[]=+— voo
oscacLkouT+—[10 19] J— vss
RCOT10S0T1CK =[] 11 18] J-#—= RCT/RX/DT
RC1T103ICCP2 «— []12 17 ] RCETX/CK
RC2/CCP1=+—[]13 18] J=—= RC5/5D0O
Re3isckiscL+—e[]14 15[ ] RC4/SDI/SDA
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Program Counter 7
FLASH JL ]
Program N
L
Memory & Level Stack RAM ] ]
{13-bit) File »
Registers N
Program
Bus RAM Addr (1)
Instruction reg FORTE
Direct Addr 7 1
= 4
4
FSR reg — ]
l4—
STATUS reg 1]
Fower-up 3 m
v Timer l PORTC
Osclllator
Instruction Start-up Timer e
Decode & o W
Control Power-on .
Reset 8 _'—|> ]
Timing Watchdog et
E@D Generation [ Timar W reg ]
OSCVCLKIN BErown-out
OSC2/CLKOUT Reset
In-Circuit
Debugger
Low Voltage
Programming
MCLR VoD, Vss
Timerd Timer1 Timer2
& v ¢ v
Synchronous
Data EEPRCM CCP Serial Porl 10-bit A/D

Note 1:

Higher order hits are from the STATUS register.

RAOANO
RAT/ANT
RAZ/ANZ/VREF-
RA3ANI/VREF+
RA4/TOCKI
RAS/AN4/SS

RBO/ANT
RBE1

RB2
RB3PGM
RB4

RBS
RBE/PGC
RB7/PGD

RCUT1OSOTICKI
RCUT1OSICCP2
RC2/CCP1
RC3/SCK/SCL
RC4/SDI'SDA
RCH/SDO

RC&

RC7
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Connection of Non-networked Smart Sensors
to Computers

0 Serial Data Lines: USB (best for PCs)
or RS232 (best for Instruments)

0 One line and port per sensor (a problem with
large systems)

o Data is digital but format is often not
standardized

@ TECH BRIEFS
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Example of
Sensors with Internet Address

Uses Ethernet or WiFi as the Network

Microcontroller has TCP/IP (mini-website) as protocol

Data can be read anywhere on Internet

Websensor Polling/display by NAGIOS (Linux) open source
A smart sensor but does not have standard interface

O O O O 4d

@ TECH BRIEFS Websensor 26

SENSORS Smart Sensors — D. Wobschall

TECH FORUM




Sensor Networks
-- subtopics --

Electronics block diagram
Multi-level Data Protocols
Transducer networks
Serial bus examples
Wireless sensors

Data readout example

O O O O O 0O

[Standards discussed later]
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Networked Sensor Block Diagram
(local network or bus)

ID —‘ |— Calibration

Parameter

; Tx
n .
e Sensor > S'g.’?a' > A/D > Micro Computer —»
Element Conditioner
SMART SENSOR
To others <—l

Tx

e ————» Network Interface Network PC or Server | To »

Erom Internet

Smart Sensor
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Multi-level Data Protocols

o Data formats: How commands and transducer data are
encoded (e.g. units, data type). Must be standard
format for machine readability (M-to-M).

0o Communication formats: How digital data is transmitted
over network (e. g. IEEE 802.15.2g WiFi). Associated
with physical (hardware) layer.

o Multi-level often has encapsulated data of form:
Header(Subheader{data}subfooter)footer
o On Internet TCP/IP data often uses XML format

O Local sensor network standards sometimes combine
data and communication formats

@ TECH BRIEFS
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Serial Bus Examples

RS232 or UART
RS485 (multi-drop)
USB

SPIl or 12C

O O 0O O

X}

\
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Wireless Sensors
(Uses RF transceivers for short-range in unlicensed band)

o Significant power available
= Line-powered or laptop sized battery
= E.g. WiFi (IEEE 802.11b) 2.4 GHz2)
= Variation of TCP/IP protocol, mostly non-standard

0o Medium low power

= Re-chargeable batteries or shorter life applications
= E.g. Bluetooth (IEEE 802.15.1)

O Very low power (long life operation -years)
= Batteries or energy harvesting
= Low bandwidth, sleep mode
= E.g.Zigbee (IEEE 802.11.5) — mesh
etecn Briere  More information in later slide
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Metering and Power Quality Sensors
-- subtopics --

Electrical Measurement
Metering types

Voltage Measurements
Current Measurements
Power measurements
Frequency and Phase

O O O O O 0O
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Electrical Measurement Sensors

0o Basic Parameters Measured

= Voltage

m Current

m Time
o Derived parameters
True power and RMS values — averaged over cycle
Apparent power, power factor and VAR*
Accumulated energy (watt-hours)
Minimum and peak (e.g. voltage sag)
Harmonics, sub-harmonics and flicker
Phase and frequency

*Volts-Ampere Reactive (power)
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————————————————————
Metering types

o Power Quality
= Measures all electrical parameters accurately
(voltage, current, power, harmonics, phase)
= Needed at substations and power distribution points
= If updated each cycle, high bandwidth required
O Metering
= Accurate (0.2%) measurement of true power (for revenue)
= Energy (w-hr) calculated, often by time slots
= Standard: ANSI C12
0o Load monitoring
= Low-cost, less accurate meters for point-of-load status
= Voltage and current, but maybe not true power

@ TECH BRIEFS 34
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Voltage Measurements

0 Resistive Voltage Divider (N:1)
Vin over 100 v, Vout under 1 v

Vin ©

o Potential Transformer (V:120v)

35
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Current Measurements

O Resistive Shunt
= Typically lower currents (< 20 amp)
= V=Rs*|
= Not isolated line
o Current Transformer (CT)
= Typically mid to high currents
= Current reduced N:1
= Isolated -Low R load (maybe internal)
= Inductive coil option (low-cost)

o Hall Sensor
= Based on Hall Effect (V =k * 1)
= Excellent high frequency response (also DC)

» Isolated
@ TECH BRIEFS
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Power measurements

o True power (Ptrue) is average of P(t) = V()*I(t) over a cycle
= Metering (revenue) always uses true power
O Apparent power (Papr) = Vrms * Irms
= Greater than true power if load is partly reactive (e.g. motor)
o Power factor (cos 6 ) = Ptrue/Papr
= Less than 1.00 for non-resistive loads
0o Precision of 0.1% requires 14-bit a/d or better
o True power meter chips , = = =
available (e.g. CS5463) ) T w2 -

o Often three phase needed

1§
i
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e
+
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b
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e
Frequency (f) and Phase (0)

Time derivative relationship: F = d/dt \ /
Phase measurements use phase locked loops (zero crossing)
Time accurate to 1 us (GPS) preferred

Phasor Grid Dynamics Analyzer™ (PGDA) v 1.0

Phase resolution of 0.01 ° (below -- plot steps of 0.1 ©)
Frequency resolution to 0.001 Hz

O O O O O O

Phase Angie Difference - Synchronized Data %

AR Degrem)
2 & & 3 3 @
R S e T

Range i
10.1 to 10.6 deg E>
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Non-Electrical Smart Grid Sensors
-- subtopics --

Smart Building Concept
HVAC

Energy Conservation
Substation/ Transmission

O O 0O O

@ TECH BRIEFS
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————————————————————
Smart Building Concept

Integration of HVAC, fire, security and other building services
Reduce energy use

Automation of operations

Interaction with outside service providers (e.g. utilities)

Three main wired standards:

= BACnet, Lonworks and Modbus

Three wireless standards:

= WiFi, Zigbee, Z-wave

o Two smart building organizations

m ASRAE (American Society of Heating, Refrigerating and Air-Conditioning Engineers)
= Remote Site & Equipment Management

O O O O 4d

O
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e
HVAC Sensors

(Heating, Ventilation and Air Conditioning)

Temperature

Humidity

Air Flow

Air quality (gases: CO2, CO, VOC)

Also Actuators (control of heating,
ventilation, AC)

O O O O 4d
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Energy Conservation Sensors

O Temperature
0 [lllumination
o Occupancy sensors
0 Wireless room controls (e.g. lighting)
0 Remote access (Smart grid, Internet)
@ TECH BRIEFS
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Substation/ Transmission Sensors

O Substation Equipment monitoring
m  Temperature
=  Transformer oil moisture
=  Breaker SO2 in SFe

o Weather
o Transmission Line Sag

Transmission lines
(3 Phase)

@ TECH BRIEFo
43
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Time Synchronization

-- subtopics --
O Precision
o GPStime
0 Via Ethernet [IEEE 1588] (2)
o Via Wireless
@& TECH BRIEFS 44
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Clock Precision needed

For measurement of :

0o Phase (at critical sites) 1 us
O Sensor synchronization (some) 1 ms
0 Loads (most) 1 sec

Needs vary widely

‘*"'t @ TECH BRIEFS
© 45
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e —
GPS Time Clock

0o Derived from Global Positioning System (NAVSTAR)

0o Accurate time (from NIST) within 0.5 ps (non-mobile
Installations)

o Precision clock instruments available for multiple
vendors

0o Normally used at generating stations and key
distribution points on Grid

@ TECH BRIEFS 46
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Via Ethernet (Internet)

0o Time in ps available from NIST via Internet in several
formats (widely used). --Accuracy typically 0.1 sec

0 Forlocal synchronization a master clock on one Ethernet
node is used which is synchronized to other nodes via
IEEE 1588 Precision Clock Synchronization Protocol

o  Relative precision typically 0.05 us between local nodes

0o NTP format -- 64-bit timestamp containing the time in
UTC sec since EPOCH (Jan 1, 1900), resolved to 0.2 us
o Upper 32 bits: number of seconds since EPOCH
o  Lower 32 bits: binary fraction of second

Real time clock backup - typically 0.01 sec

@ TECH BRIEFS
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e —
IEEE 1588 Protocol

0o Transmission delay time measured and compensated

Master Slave
Une Delay = 1s
Tm = 1050s Ts = 1000s
TV = 1051 pmg = Sync Ts = 1001 not known yet
™1 ===| TS1=1002
Cffset = TS1 - TM1 - Delay
Follow Up e > =1002-1051-0=-40

-  Adust Time: Ts- Offset = Ts - (-49)

T2 5 1052 b o o o o o o o o o o o o . o o Ts = 1052

CHset = TS2 - TM2 - Delay
<:> Follow Up - =1052-1053-0=0

— Adjust Time: Ts - Offset =Ts-0

™2 ] TS2 = 1053
—r

@ TECH BRIEFS Tm = 1070s Ts = 10¢0s

48
SENSORD : : Smart Sensors — D. Wobschall

TECH FORUM




Smart Grid Sensor Network Standards
-- subtopics --

0 Smart Grid Standards Examples (2)

o SCADA and PMU

0 Building control

0 Industrial control

0 Transducer Data Standard [IEEE 1451] (5)
@ TECH BRIEFS 49
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Standards Examples*
(from NIST Framework)

4 DNP3 - This standard is used for substation and feeder device

automation as well as for communications between control centers and
substations.

8 IEEE C37.118 - Synchrophasor Protocol (synchrophasor):

This standard defines phasor measurement unit (PMU) performance
specifications and communications.

9 IEEE 1547 Suite - This family of standards defines physical and
electrical interconnections between utility and distributed generation
(DG) and storage. [http://grouper.ieee.org/groups/scc21/dr_shared/]

19 IEEE P2030 Draft Guide for Smart Grid Interoperability of Energy
Technology and Information Technology Operation with Electric Power
System (EPS) and End-Use Applications and Loads.

« Standards, guidelines to be developed by IEEE P2030 Smart Grid
Interoperability.

23 |IEEE C37.2-2008 - IEEE Standard Electric Power System Device

Function Numbers - Protective circuit device modeling numbering
e Scheme for various switchgear. *D. Hopkins “Smart Grid” Webinar

50
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e —
SCADA and PMU Standards

O Supervisory Control and Data Acquisition is current control system
which has these parts:
= Human-Machine Interface (HMI)

=  Remote Terminal Units (RTUSs) — converts sensor signals to digital data
(alternative: Programmable Logic Controller)

= Communication infrastructure connects to the supervisory system

o Uses Modbus and other sensor 2000-01-01 12,01
networks (also TCP/IP extensions) Temperature (degO): 2312 |LEGEND. |
0 Phasor Measurement Unit protocol uses _pQozne ki
cycle by cycle phase measurements (o | 8-
plus SCADA and other information o | ﬁ“";j R arer

via dedicated network

, Human-Machine Interface
& TECH BRIEFS . .
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http://en.wikipedia.org/wiki/User_interface
http://en.wikipedia.org/wiki/User_interface
http://en.wikipedia.org/wiki/User_interface
http://en.wikipedia.org/wiki/Remote_Terminal_Unit
http://en.wikipedia.org/wiki/Programmable_Logic_Controller
http://en.wikipedia.org/wiki/Communication
http://en.wikipedia.org/wiki/User_interface
http://en.wikipedia.org/wiki/User_interface
http://en.wikipedia.org/wiki/User_interface

—————————————
Substation Network Standard (IEC 61850)

o Communication networks and systems in substations
o  Migration from the analog world to the digital world for substations
0o Multi-vendor interoperability -- vendor protocol of choice

DNP 3 0 Local HMI

SV"*‘"‘ IEC 80870:5-101,104 A a
Reloyl/XCBRl$ST$Loc$st\/o| Q

e s i o

‘ 4 L +— Attribute
Data

DAPgaleway“‘
. . IEC 61850
L Functional Constraint
L—Logical Node
—Logical Device IEC 61850
*« GOOSE/GSSE
*RCB
* MMS
Legacy Protocol
Not directly involved IEC61850 LAN Serial Bus

with sensors

@ TECH BRIEFS <:> Aoa' SEL GE s.".;;‘. n m‘s«-.c IEDs P
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Building Control
(HVAC, lighting)

Modbus (RS232/serial originally)

BACnhet - building automation and controls network (originally RS485)
LonWorks (2-wire proprietary)

All have TCP/IP (Ethernet) extensions, now commonly used
Wireless versions (WiFi, Zigbhee,6LoWPAN)

Some command examples ( BACnet)
= Read Property

Write Property

Device Communication Control
ReinitializeDevice

Time Synchronization

O O O O O 4d
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Industrial Control Networks and Busses

Over 100 networks in use
Industrial Ethernet popular for base communication
Older, still used alternatives: RS232/RS485

Popular Digital Buses

=  HART (over 4/20 ma loop)
= Profibus/fieldbus

= OpenCAN/DeviceNet

O Wireless HART/ISA 100

O O O O
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Network Sensor Applications

Automatic testing

Plug and play

Multiple sensors on one network or bus

Machine to Machine (M2M) sensor data communications
Wide area (Nationwide) data collection ability

O O 0O O 0
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IEEE 1451 — the Universal Transducer
Language

0o Problem: too many network protocols in common

use
= Narrow solutions and borrowed protocols have not
worked

= Sensor engineers in the fragmented sensor industry
need a simple method of implementation

o How can it be done?
= We need something like USB, except for sensors

= Solution: the IEEE 1451 Smart Transducer Protocol
open standard is the best universal solution

= Supported by NIST, IEEE and many Federal agencies
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A review of the

IEEE 1451 Smart Transducer Concept

/ Transducer Interface Module (TIM) \

Analog / .
1451 .X - 1451.0 . . Signal |
Comm Layer Control Logic D'g'ta.l Processing
Conversion

\ (N /

1451 .X Transport Mechanism

/ Network Capable Application Processor (NCAP) \

| Message 1451.0 Routing,
Abstraction, signal 1451.X
AN 1epiip, Web processing, | |Comm Layer [~

E Server Embedded TEDS mgt
k Application /

Remote Computer
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But the Complexity!

o A comprehensive standard is necessarily
complex

0 There was little adoption of the original
IEEE 1451.2 (T1I) standard because of its
perceived complexity

o Manual preparation of the TEDS is not
practical -- A TEDS compiler is needed

0o A compliance test procedure is also
desirable to prove that a design is correct

Munch —The scream
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Data Readout Examples
(via Internet)

 http://192.168.0.68 /index.htm?01 800100 - Microsoft Interne _ ol x|
File - Edit  Miew Favorites  Tools  Help ’:."
T . = _ . =
0 SenSOr data Converted tO e Back - I\‘.J - \ﬂ @ ,_h | j_ﬁ\' Search ‘:L\EJ Favorites e Media
ASCII for dISpIay Address |@&] http:j/192. 168,0.68findex. htm?01800100 | B0 | Links

e

w
4| | »

&) Done I_I_I_ |4 Inkernet -
0 TEDS data is di Sp| ayed in 3 http://192.168.0.68/index.htm?201A00000 - Microsoft Internet Explo -0l x|
hexade C| mal fOI‘m File ~Edit View Favorites Tools Help :1,"
@ Back ~ \;) v lﬂ @ nh ‘ /’3 Search \:1? Favorites e Media o
O Address @ http:/{192.168.0.68{index.htm?01 400000 ~| EdGo | Links
A
|:> EMO40133{0103020101090101040a12d8c5154ec 1f4edaed000000000
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Serial Bus Format
and Relation to other Networks

O Tester uses RS232 serial bus only but...

O Interfaces to other physical devices (USB, RS485,
Bluetooth, Zigbee, ....) available.

0 TEDS retrieval is one feature
O Sensor data read (protocol check) for each channel:
Idle mode — full scale value of sensor reading
(Checked against TEDS, error flag is not correct)
Operating mode — actual sensor reading
(Must be within sensor range)
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Network side (NCAP) options
(wired)

O Internet/Ethernet Local Network
Internet | Elvemet | NCAP M To TIM
o PC Readout
Optional PC
= Network | (as NCAP) o~ TaH
Communication
O Industrial
network Profibus,
Fieldbus  — NCAP ~ To TIM

or other

All use Dot 0 protocol
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Discussion of Network Standards

Smart Grid Standards Examples
SCADA and PMU

Building control

Industrial control

Transducer Data Standard [IEEE 1451]

O 0O O O 04
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Some Application Areas for Smart Grid
-- subtopics --

Blackout avoidance (3)
Smart metering
Demand/ Response
Energy Conservation (2)

O O 0O O
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Frequency shift and blackout

o Shifts preceding blackout (ref: SERTS report -- 2006)
http://phasor-rtdms.com/downloads/presentations/DOE Briefing.pdf

O -0.06 Hz near fault area
0 ldentifies trouble spots
for response
O Fast reaction needed
0 Phase relation:
F =doe/dt
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http://phasor-rtdms.com/downloads/presentations/DOE_Briefing.pdf
http://phasor-rtdms.com/downloads/presentations/DOE_Briefing.pdf
http://phasor-rtdms.com/downloads/presentations/DOE_Briefing.pdf
http://phasor-rtdms.com/downloads/presentations/DOE_Briefing.pdf

Abnormal frequency variations over time

O Large variations are a pre-backout warning
O A cause for concern already in June 2006 ---
60.07 to 59.90 Hz. in plot below
0 Relaxing precise control to 60 Hz is under consideration
(slightly longer term drifts allowed — relaxes need for instant energy)

60.034 U Ul

]
60.000 if----- - i,

60.000 Hz
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Measurement Points

0 PMUs Offer Wide-Area Visibility R W e AN
o Phasor Measurement Units will extend S |
visibility across Eastern B T L
Interconnection S G g

o  Ability to triangulate the location of w
disturbances | iR b
o All were coordinated with reliability | e
councils & 1SOs—Ameren—Entergy— e R
Hydro One
e
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Automatic meter reading (AMR)

O Improved is Advanced Metering
Infrastructure (AMI) or Smart meters (2-way)

O Used for revenue

0 Wireless based
=  Many proprietary
=  Moderate range, drive-by reading
=  Mesh (Zigbee) and WiFi sometimes
=  Usually not Internet connected

o About 50M AMR/AMI installed (USA)
O Suggested standard: ANSI C12.18
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Energy Conservation

O Smart meters (at Microgrid level) provide information
needed to analyze energy usage and thus allow energy
minimization algorithms to be implemented

O Real time data, best at individual loads
o Control programs by utilities or private companies

Manual or
“Dumb™ Manual
| B EEERE

ajs
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Demand/Response

0o Electrical load reduction (load shedding) in response to high demand
on the grid (utilities issue alert)

O Purpose is to shave peak demand and reduce reserve power
requirements (and build fewer power plants)

O Large rate increases during peak demand discourage consumption

0 Implemented by utilities or third parties through contract (shed load
when requested in return for lower rates)

I'vpical Load Profile

O Requires smart meter at customer site P capacy

L
- R
PJM Average Hourly LMP Pricing 2500 | Peak Demand _img%)ﬂ"e
00— 0 ST s Rt

$0.60
2000

Peak Summer Day
$0.50

$0.40 1500 (=

Company Load (MW)

$0.20 1000 |—

$0.10

$0.00 Typical Winter Day 500 —

I 2 3 4 5 & 7 8 9 1010101 1213 14 1516 17 18 19 20 21 22 23 24

0 | | | |
Hour of the Day

Midnight 6 AM. 12 Noon 6P.M. Midnight
TECH FORUM

Hour of Day




Summary of Topics Covered

Overview of the Smart Grid

Networked smart sensor design aspects
Sensor networks

Metering and power quality sensors
Environmental and related sensors
Time Synchronization

Smart grid networked sensor standards
Application areas

O OO0 O 0 0 0 0

Contact: designer@eesensors.com
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End

0 Backup Slides Follow

N

WWW.eesensors.com
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Inductive Pickup Current Sensor
(Esensors Product)

0 Pickup is printed circuit board trace

0o Voltage induced (e.g. .1 mv/amp) is proportional to AC
current in wire

O Low cost, non-contact

Magnetic = == ==  Wire (Current 1) M/a%??g l
Field (B) T = \ - ~ /
¥, — <TG
f / '/ Leftc;;iic;,kup 5 i Rghtp ckup
— 41— coil
' ‘ ) \ ‘ Prlnted circuit (Area &) x (A BA)
\ \ / , board
: 7 / o —0
Left pickup Veu bo Ver
col _)/4 "\k, T Al —°
ire
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Monitoring via Nagios

Current Network Status Host Status Totals Service Status Totals
Usdetod: F1l 148 1:50:50 E0T 2013 Up|Down|Unreachable| Pending Ok|Warning|Unknown| Critical| Pending|
& ‘.| 0 0 [ W o [ o [ o |[ o
o I 1 | o [« ]

Service Status Details For Host 'websensort’

verview

vk m__m_mm—m_mm_
p Overview [EETISTSEREE EMO1 Wanbgensor Mty KT 20110700 165019 24 Oh 1m 308 O Humidty: 46 51%
D SUERIRAY EMDI Wobzenzor Berwraton M 20110706 164805 2d 1h 32m 443 "2 O Bumination: § 81
Grid EMO1 Webzensor RTDVThermistor O 2011.07-08 16 4250 2d Oh 52m S3s n CK Ext. Tomperature: 68.11 F
EMO1 Websenaor Temgeraturs SR 20110708 164537 2d1h13m 12 1”2 OK Temperature: 71 11 F
HVACI Temperatwe average HVAC] Humdity Average
84.0 48.0
63.0 - 3.0
g w0 S 2.0
i H
21.0 12,0
0.0 0.0
8 10 12 14 16 18 20 2 0 2 4 6 8 10 12 14 16 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16
HVACI Dhunmation Average
60.0
g @0
-
g 2.0
]
= 13.0
0.0 73
8 10 12 14 16 18 20 2 0 2 4 6 8 10 12 14 16 hall
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|IEEE 1451 Advantages

o Comprehensive enough to cover nearly all sensors and
actuators in use today (not 20/80% approach)

o Many operating modes
(buffered, no-buffer, grouped sensors, timestamps, timed data, streaming ...)

0O Extensive units, linearization and calibration options
o Multiple timing and data block size constraints handled.

o Compatible with most wired and wireless sensor buses and
networks (point-to-point, mesh, TIM-to-TIM, mixed networks).

0 Efficient binary protocol (especially suitable for wireless)
Standard is 400+ pages for basic part, over 1500 page total
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Data Readout Examples
(via Internet)

 http://192.168.0.68 /index.htm?01 800100 - Microsoft Interne -(Of =
.-.-I’.-.:

File -~ Edit  Yiew Favoribes Tools  Help

eBack - '\uﬁj - \ﬂ @ ,_h | /TI Search “i&‘Favnrites eMedia 2
[ Sensor data‘ Converted Address |@&] http:j/192. 168,0.68findex. htm?01800100 | B0 | Links

to ASCII for display B

w
4| | »

&) Done I_ I_ I_ |4 Inkernet -

File Edit View Favorites Tools Help "lF

- Back v (L) - =] 2] @ ) Search \“ﬂ“ Favorites Media b

. ] Address |&] http://192.168.0.68findex. htm?01A00000 ~| EdGo | Links

displayed Iin =
EMO04012370103020101090101040a12d8c5154ec 1f4edae6000000000

hexadecimal form -
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e —
Status of VVarious Parts of IEEE 1451

0 1451.0 — Basic data/TEDS format Done (2007)

0o 1451.1 - NCAP/Computer Interface Done (1999)*

o 1451.2 - RS-232 Done (1997)*

0o 1451.3 — Wired Multi-drop Done (2002)*

o 1451.4—TEDS Only Done (2005) <=
0 1451.5 — Wireless (WiFi, Zigbee, etc) Done (2007)  ue
O 1451.6 - CAN Bus In process

O 1451.7 - RFID In process

* Needs revision
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|EEE 1451.0 (Dot 0) TEDS Format

0 Required TEDS [Memory block with defined format]
MetaTEDS

Channel TEDS

Calibration TEDS (unless Sl units)

Xdr-name TEDS

Phy TEDS

Also optional TEDS

0o Data Transmission [specific octet format]
= TEDS/Status requests
= Triggering and configuration
= Sensor read commands and data return
= Actuator write commands and data sending
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