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WARRANTY

Warranty

Esensors warranties the products to be substgritiad of
manufacturing defects for a period of 2 years gitechase during
which time the product will be replaced without aieif
defective.

Limitations

Esensors provides no warranty, expressed or im@®tb the
fitness of the products for any particular purpdssensors will not
be liable for incidental or consequential damagesrgy from the
use of its products.
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Introduction to the EM01B

Esensors, Inc. Websensor EMO1B is a new electaieclassifiedas
aSmart SensoMWebsensor is designed to utilize the Interndtainsmit
temperature, relative humidity, detect contactuespower supply
voltage information and illumination data from anae acquisition
point to a host computer or hosted database.

Websensor offers built-in signal conditioning amdeanbedded mini-
webserver. Users are able to access the sensgrhify: based

commands.
Request via HTTP> "'

e <%sponse via HTTP:

User PC

Fig 1. EM01B HTTP: Request/Response

Figure 1 (above) shows Websensor EMO1B returning da a HTTP:
response.
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How the Websensor EM01B Works

Simply, Websensor’s function is to send a respébga HTTP:
message) upon request atentral websiter from theUser's PC

The Websensor EM01B supports a user configur&bbdress.
Websensor’s IP address gives it uniqueness onttiesriet based
network which it is attached. It is through thealfidress, that
Websensor is able to take its’ place on the Inteberoming fully
accessible to query by the user.

Websensor consists of a base unit with two comnatiieic ports
(Ethernet and ESbus).

The ESbusRef.www.eEsensors.com) combines a networked
version of the SPI serial bus and RS232. The Efbriss used to
support a variety of options available for the Waisor while the
Ethernet port is the route to the Internet andseduto configure
the IP address of the Websensor.

ESO02 Digital Power Meter

ESO1 Two Line Display

ES11 Flood Sensor

ESO06 Optically Isolated Contact Closure and Relay
Actuator.

Periodically checkvww.eEsensors.coifior other options as they
become available.
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How the Websensor EM01B Works

Within the base unit are microcomputers, which hatite Internet
protocol, the communication ports, and the sensdrsansor
signal conditioning. The Websensor has no switckexgoard or
display because it functions as a sensor, notcasn@uter.

( Internet
| —a— |llumination

]
~¢— Temperature
{ 1 4J-‘_ Relative Humidity
——— Thermistor
Gateway
Server

- —a«—— Contact Closure

DC Voltage
Measurement

Compatibility with the earlier models of Websenkas been maintained.
Any version of the Websensor will always return pemature, relative
humidity and illumination data by sending:

http://192.168.254.102/index.html?em
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Websensor Kit Inventory

Included in the Websensor EM01B Starter Kit (Mo8KR) are the
following items:

1 Websensor EM01B Module [See PIX1].

Wall Transformer which is selected for use in

1 the country that the Websensor is [See PIX2].
1 Ethernet straight-thru cable for connection to
an Ethernet Hub (Blue cable) [See PIX3].

Ethernet crossover cable for direct connection

1 to a Network Interface Card on a PC (RED
cable with YELLOW boots or solid GRAY)

[See PIX4].
1 Connector (plug) for contact closure -

thermistor port [See PIX5].

CD which contains the plug-in’s written in
PERL and C, instructions and example of
1 configuring the plug-in's and a softcopy of the
User’'s Manual and a hard copy of the User’s
Manual[See PIX6].

Reference PIX 1 through PIX 6 which show the ite¢had are included
in the Websensor Starter-Kit (SK-2).
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Websensor Kit Inventory

L "# S#H % #

& '# "# (
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Websensor Hook-up

To configure and use a Websensor it must be coatiéata PC via
an Ethernet cable as shown in either figure below.

If connecting directly to a PC, a crossover typeeftet patch cable
must be used. A crossover type Ethernet cablbéas included
with the Websensor. It is either a solid GRAY eabt a RED cable
with YELLOW boots.

Use the GRAY cable
or the RED cable with
YELLOW “boots”

[ [ <
— Ethernet
Connection
User's PC
n + + n ! ’# #

If connecting to a PC through a HUB, a “straiglyfi¢ Ethernet
patch cable must be used between the HUB and tlsédsor. A
“straight” type Ethernet patch cable is also ineldavith the
Websensor; it is the BLUE patch cable.

Use the BLUE cable.

l

[ [
J/ i Ethernet
Connection
User's PC
$ + 11 - ! # #
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Websensor Hook-up

Figures 1 and 2 below depict the locations of thenectors for the
Ethernet, 9VDC power and Esbus connectors.

POWER
Connector
(9 Volts DC )

Ethernet Connector
(RJ-45)

-

INPUT
Connector

345 67 g 9% 04
5 +# " imad
" W
" <
++ 6 5 % : ":51 |
++ " =+
I +%" | 4! " +
"+ ++ ! P
Wy 0o |
!
. ! “55 + %
| +> 7?4 < @++ A
[ &2
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Programming Websensor’s IP Address

# # $$

Programming the IP address into Websensor is padohby
using a browser to issue the following command:

http://192.168.254.102/index.html?eipaaabbbcccdddere
aaabbbcccddd is the new IP address of the Websensor

For example, suppose the new address to be asdmtieel
Websensor is 192.168.10.20 . The command to pertiois
change is:

http://192.168.254.102/index.html|?eip192168010020
As the new address is entered, each octet mustthesedigits.

After programming is complete, the command to axtles
Websensor would be:

http://192.168.10.20/index.html?em

NOTE: Once the command to change the IP addressued
the Websensor will automatically reset itself. ekfthe reset
process completes, the new IP address will befatief

# % &""

When a Websensor resets (initializes) the followiedp lighting
sequence will occur:

Only the POWER LED will be on for approximately 5
seconds

Both POWER and TRANSMIT LEDs will extinguish for
approximately 5 seconds.

Both POWER and TRANSMIT LEDs will flash two (2) tew
as the Websensor “resets”.

Finally, only the POWER LED will remain ON.
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Programming Websensor’s IP Address

NOTE: To address concerns over security issuedPtladdress
can be changed only one (1) time per RESET. Thdeesad can
be changed multiple times, but ogceafter pressing the
RESET BUTTON. For example, if the User changedfhe
address from the default value to another valué sisc
192.168.10.20, it will be necessary to press th8REbutton
and restore the default value before a differerdad8ress can be
entered.

&# $# $% #

Q: What if | forget what IP address is programrmed a
Websensor, is there anyway to retrieve it?

A: There is no command that can be issued to aséfedor that
will cause the Websensor to reveal its assigneatiti?ess.
If the assigned IP address is forgotten, the oetpurse is to
press the reset button for ten seconds, thus megtire
default IP address of 192.168.254.102

Q

Why can't | read the Websensor’'s new IP addess

A: The most likely reason is that the IP addrasshe NIC
(network interface card) on the PC used to progtan
Websensor is outside the IP address Class of ithdfhe
address programmed into the Websensor.

For example, if 192.168.254.102 (default IP addressssed
to program the Websensor and the new IP address is
something like 141.123.6.10, it would be necessary
change the IP address of the NIC card to the 131X1X
subnet. Once the IP address used by the PC igetidn
the same subnet/class as the Websensor, thereldleuob
problems communicating with the Websensor.
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Websensor - Units of Temperature

Cow (o

To establish the units which temperature is reploéher
Fahrenheit or Celsius, perform the following:

For temperature in Fahrenheit use a browser to send
command,

http://192.168.254.102/index.htm?etpF

For temperature in Celsius use a browser to seaad@ommand,

http://192.168.254.102/index.htm?etpC

Page 10



Websensor Functions
) !

Websensor now offers three (3) new functions tdiker. At
the time of purchase only one of the functionsloarconfigured
because all three functions utilize the same harelwart on the
microcontroller and each one requires a specifidifftation to
the Websensor hardware.

The Websensor will come pre-configured pending Wwhic
function is selected. If no function is specifibén the
Websensor will come with the ‘Contact Closure’ opti
configured.

The Contact Closure option was included to detexipening
of a server rack door (intrusion). However contdasure
detection can be used for many applications otier security.

Connection to the Websensor is
made via a small plug (3.5mm
outside X 1.0 mm pin) which is
inserted as show in Figure 7
(Page 7). The circuitry is such
that the Websensor is looking
for a ‘closed loop’, or

completed connection (closed H- ' H
circuit). IF B #' #2

Magnetic door switches (closed loop type) are awbdal from
many sources including Radio Shack.
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Websensor Functions — Contact Closure

When the loop (connection) is broken, the Websewdbr
‘latch’ on the open condition. In the event a dsoquickly
opened and closed in between Websensor scans)(jplods
‘open condition status’ is captured (latched) s #n ALERT
can be generated by the polling software (e.g. d&qgi

9 Volt DC
Power Connector

Ethernet Connector

Mini-Plug

JACK

for
Contact Closure
Thermistor
DC Voltage Measure

c'o" H#HO"H#H1")

If your Websensor is purchased with the Contacs@ie feature
configured the following step was already perforrdadng
testing. To assure that the correct firmware ebéad type the
following command:

http://192.168.254.102.index.html?eFC
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Websensor Functions — Contact Closure

2 hitp://192.168.254.102/index. htm?eFC - Microsoft Internet Explorer =3
L3
u

: File Edit View Favorites Tools Help

: . - ) 3 »
@ Back ~ () \ﬂ \g A / ) Search . Favorites @? - &3

- Address | @] http:{}192.168.254.102findex. htm v| B Go

: Google - v Seaty v §P Sh24sblocked ¥ Check v »

CONTACT CLOSURE
function

01237TF: 74.2HU:25.1%IL 409.4 \{Command used to enableJ

This LETTER position depicts
CONTACT CLOSURE status.
Valid status available after
RESET and POLL

@] Done ® Internet

"#55 + # 0

Once this command is entered the Websensor wilhgmgh a
RESET sequence.

Note that the ‘second character’ in the commandgindicates
whether the Websensor detects the contact (swabging
open or closed.

‘W’ indicates the contact/switch is closed — segiFe
12.

‘N’ indicates that the contact/switch has beenngoke-
see Figure 13.

, >4 D" "" <:5 *
% + ! 51 ,@9"55+ @ E

@40!:" @9 +# "# O 4
"B5 4 " o 4" "

In Figure 12, the string returned indicates contéature
(switch closed / loop unbroken) as well as tempeeain
Fahrenheit, relative humidity and illumination infeation.
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Websensor Functions — Contact Closure

2 http://192.168.254.102/index. htm?el. - Microsoft Internet Explorer [=1[E3
: File Edit View Favorites Tools Help .','.,
¥ ] - — »
@ Back ~ \J ‘ﬂ @ { ;j /:3 Search \;\\’( Favorites 6‘3 ‘L«Z v ;.
: Address [éj http:mgz.163.254.102ﬁndex.htm v} Go
. Google - | v| [C| seaxch ~ §@ Shodsblocked ¥ check v »
01237TF: 75.5HU:25.8%IL 409.4 Command used to enable
CONTACT CLOSURE status.
RESET has been issued. Required each time the contact
Correct status shows on the status changes
next poll

€] Done ® Internet

# "# 0 4"55 + +

A Cannot find server - Microsoft Internet Explorer Q@@
s
o

File Edit View Favorites Tools Help

>»

@ Back ~ () \ﬂ @ JH /f) Search *Favorites 6} L/Zv \f

 Address | @] http:/{192.168.254.102findex. htm?em ,Vﬁ\ Go
. Google - | v| [Cl search ~ § Shzsblocked ¥ check ~ »

01237TF: 75.2HU:26.7%IL 44.1

This letter depicts CONTACT
CLOSURE status and indicates a
‘LOOP CLOSED’ condition

€] Done ® Internet
7 +# " # | T
, > # " # T@9* : 1" 55 +
+
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Websensor Functions — Contact Closure

Figure 13 shows a regular command being issuedhtsutime
the ‘N’ indicates that the switch has opened (lbogken) even
if only momentarily.

2 http://192.168.254.102/index. htm?em - Microsoft Internet Explorer

. File Edit Yiew Favorites Tools Help

 Address | @] http:/f192.168.254.102findex.htm?em
: Google - |

- . — A \
@Back v & \ﬂ @ () /.\'Search \‘;'\‘E/Favorites e? s =

v| (Gl search ~ § Shzsblocked ¥ Check ~ »

CEX

»

v:Go

01237TF: 75.2HU:26.8%IL 385.2

CONTACT CLOSURE status
indicates a ‘LOOP OPEN’ condition

CLOSURE function after status changes, |

(
| *Remember to RESET CONTACT |
I
| to keep the function ACTIVE. |

N B Rt ] et B /

€] Done ® Internet

1 'l! +"
, > # """ " s "2
| + "+ 4+
, > o+ 1%
46 | IF
"+ + + I D O<"55 +
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Websensor Functions — Thermistor Interface

" (

The Thermistor Interface permits the User to wikn
additional external temperature sensor with Webmen&n
example might be to use a thermistor sensor seitaipl
immersion in liquids.

If the thermistor interface feature is desired itanbe indicated
at the time the Websensor is ordered so that threato
hardware options are enabled prior to shipment.

Prior to using the Websensor Thermistor Interfacelfe first
time, the following command should be issued taugesthe
correct firmware is selected for operation.

http://192.168.254.102/index.htmI?eFR

2 hitp://192.168.254.102/index. htm?eFR - Microsoft Internet Explorer =3
: File Edit View Favorites Tools Help ,','
- ~ »
@Back v & Lﬂ Lg] D p. ) Search \¢/ Favorites 6;_‘7 S &
! Address ».ej http:;;192.168.254.102ﬁndex.htm v B so
. Google ~ v| |G| se¥¢h ~ §@ Sh24sblocked A¥ check v »
EM701300RF 76.6 Thermistor Function
enabled
Valid Thermistor data
available after calibration
and polling

€] Done ® Internet

$#55 + + 415 . *"
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Websensor Functions — Thermistor Interface

Once this command is entered the Websensor wilhigugh a
RESET sequence.

Before accurate thermistor readings can be takevill be
necessary to calibrate the Websensor by accunaiehgsuring
the temperature which the thermistor sensor isingadf the
thermistor sensor is measuring liquid, either artfmemeter or
other electronic temperature reading device musisee to
capture the temperature being read by the thermisto

2 http://192.168.254.102/index. htm?em - Microsoft Internet Explorer

. File Edit View Favorites Tools Help o

: G Back ~ J ﬂ L_;‘i‘] A 2, ) Search ;/ Favorites 6}? - &

 address | @] http://192.168.254.102findex. htmem) v B o
. Google ~ v earch ~ §0 EP248blocked A% Check ~ »

EM701300 25.77%IL 413.8 \

is used to obtain the calibrated

Websensors temperature sensor
temperature

€] Done ® Internet
& v 5 . n

Once the calibration value is known, enter it ithte Websensor
using the following command:

In this example, the value 70.500 degrees Fahrewtfiki
be entered,

http://192.168.254.102/index.html?er70.500

Note: All temperatures entered must be of the &trfih***
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Websensor Functions — Thermistor Interface

2 http://192.168.254.102findex. htm?er71.800 - Microsoft Internet Explorer [= |[B](X]

. File Edt View Favorites Tools Help ,','
3 " = A ) “ o ™\ »
E @ Back * () \ﬂ [ﬂ (D /~ ) Search < ¢ Favorites {; R~ &z

: Address | &] htp:/192.168.254. 102findex. htmier71.800 ) v led Go

: Google ~ \ v [G Sear& §0 BP24sblocked A% Check ~ »

EM70130 T The corrected J
temperature value is
entered

Thermistor reading is shown
in the same poll

€] Done ® Internet

(' # 5 +

An example of entering a Celsius temperature dd 28grees
would be:

http://192.168.254.102/index.html?er25.500

Note: Websensor Temperature Units should be selgwior to
temperature calibrations.

2 http://192.168.254.102/index. htm?eFR - Microsoft Internet Explorer Q@@
: File Edit View Favorites Tools Help '.,

: — f . 5 »
e Back ~ () d m y \ 7 ) search * Favorites e) :) - ;'.

: address (@) http:/192.168.254. 102.f|ndex htm@ v| B o

: Google - v {c,vs&Q ~ § Shzesblocked ¥ Check + »

EM701300EF 76.6) Command to read
Thermistor sensor

Thermistor reading in
Fahrenheit

&) pone ® Internet
3' 41 5 +
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Websensor Functions — Measure Voltage

* +#,_

The Measure Voltage feature permits the User td ae@C
voltage with Websensor. The range of DC voltage tan be
measured is 0.0 VDC to +18 VDC.

This feature can been used to monitor the Webssmsaaoply
voltage in applications where the Websensor locegetbtely
and is being powered by a battery.

> 4l 5 ": + 5

% % | ! b
+TL o+ 1 G M% !
5 +

Prior to using the Websensor Measure Voltage fedtrrthe
first time, the following command should be isste@ssure the
correct firmware is selected for proper operation.

http://192.168.254.102/index.html?eFV

2 hitp://192.168.254.102/index. htm?eFV - Microsoft Internet Explorer M=
: File Edit View Favorites Tools Help .','

: . —_ . » »
@ Back ~ () ﬂ @ w) -/ Search < 7 Favorites & K- &

: Address @) http:}',leZ.168.254.102ﬁndex.ht v B o

: Google - v C s&;\ - § Bhodsblocked ¥ check v »

VOLTAGE MEASUREMENT
function

EM701300RV 0.00PV 0.11CV 0.11 I Command to enable ]

Valid voltage data available only
after calibration and polling

&) Done ® Internet
8'#55 + T 5
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Websensor Functions — Measure Voltage

Similar to the other features, it is necessaryptcgy the
‘Measure Voltage’ feature at the time the Websepnsoer is
placed. Each Websensor feature requires thatatoeMare and
firmware be correctly configured.

Before accurate DC Voltage readings can be takewll be
necessary to calibrate the Websensor by using a Qdidtal
volt meter) to accurately measure the DC Voltagekwithe
Websensor will be reading.

C'#55 + " T 5

Once the calibration value is known, enter it ithte Websensor
using the following command:

In this example, the value 8.00 volts DC will beezad.
The voltage must be entered in the format **.***

http://192.168.254.102/index.htm|?ec08.000
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Websensor Functions — Measure Voltage

Once calibrated the Websensor command to read Mi@geas:
http://192.168.254.102/index.html?ev

"#55 + H

The connections to the connector should be madethat the center
pin goes to the positive (+) polarity.
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Websensor Functions — Command Summary

$ 1

Page 22



Websensor Functions — Command Summary

$° )%
$
0
>
OH7 /%% 2
OHO /415 2 5"1 !
# 2 M
$
/
/I (2
& $ # & 0 +4! 5
# 4! 5
% ! JJJJJ
JJ JJJ .5 1"
| 5
+
+ #
*
/| C2
& $ # 0+7
# 7
1 JJJ3) !
11/111 . o
% 1
+
0 #
/| 2 # |
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RESETTING the Websensor’'s Settings to default

To reset the Websensor settings to the defaulevaduform the
following steps:

1. Locate the small hole on the side of the Welmesee PIX
below).

2. Use a small object like the end of a straighdguegoer clip to
gently press the reset button only until both LEEDghe
Websensor start to flash.

Once the reset is completed the Websensor showddtlie a default

IP address of 192.168.254.102. From this addhesbl$er can
configure the IP address of the Websensor to theeatevalue.
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Testing the Websensor’'s IP ADDRESS

Once the Websensor has been configured, it is d igea to
confirm the IP address selected during the cordityom process has
been properly entered. One way to do this is tog'pit.

Connect the Websensor to a PC via an Ethernet aaldbown on
Page 6.

Open a Window with a “Command Prompt”.
START > ACCESSORIES > COMMAND PROMPT

In the “Command Window” type the IP address yowersd in
configuration Step 1. In this example we are udi69.168.0.10

ping 192.168.0.10

The IP address shown in the example is only fompta. The IP
address entered during configuration should be fetiis test.
See the Command Window.

Figure 22 - Command Window.
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Testing the Websensor’'s IP ADDRESS

If the IP address has been configured and is wgraroperly, the
replies received should look like those shown s“tGommand
Prompt Window”.

If the response shown in the command prompt sasceTot

received”, please refer to the “Troubleshooting Wé&itsor’ section
in the appendices.
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MAKING A HTTP: REQUEST FOR DATA

Once you are able to successfully “ping” Websenss time to try
a http: request for some “live” data. To issueequest, start your
favorite internet browser (Internet Explorer / Netge). In the URL
address field enter the following address:

http://192.168.0.10/index.html?em345678

, > : G I ++
C (8 + % 6 ! -0 +
I ++ 55 + +

Once the URL is entered, press the “ENTER” key ahd
Websensor should acknowledge with a response.rédponse you
see will be similar to what is shown on the browsereen
depending on which features are enabled (see beldhg
information returned starts with “EO1” signifyinpat the response
Is from an EMO1B Websensor. The next several blytage to do
with “check-sum”. “TC:” begins the temperature adew, “HU” is
the humidity reading and “IL” is the illuminatioralue.

Figure 23 - BROWSER SCREEN response from the HTTP: request.
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Websensor’s Tail

Websensor EMO1B has a tail. Functionally, theisaihe sensor
which measures temperature and relative humiditye reason
for the tail is to move the temperature sensoraauith of the
EMO1B enclosure so that any heat emitted by the E310
electronics, will not skew the temperature/relatisenidity
measurements.

$' < | 5F0 2

Figure 25 - Close-UP of the temperature/RH sensor.
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APPENDIX A — Troubleshooting the Websensor

This section describes some common problems associated
with the initial set-up and configuration of Websensor.

2**21 &23 *
! 4 156 /

If you are not able to “PING” the Websensor folldvese steps:

1. Confirm that there is power to the Websensore Th
Websensor is powered by the 9 volt DC wall tramafar
included in the “Starter Kit”.

2. Confirm that the NIC (network interface cardjsrking in
the PC being used to configure and test the Websens
Proper operation can be verified by opening a “Caman
Prompt” window and issuing a “PING” command to tRe
address of the NIC card. For example: ping 192254.1.
A reply should be received almost immediatelyndfreply
Is received, confirm that the NIC card is configliveth the
desired IP address through the “Control Panel” inddws.

3. Confirm that the correct “Ethernet patch cabgebeing
used. When properly connected, the LEDS on theddid
should “light”.

“No LEDs lit", may indicate some hardware issuelé&n
incorrect, or a faulty cable is being used. Cotingdhe
Websensor directly to the NIC of a PC requiresossover
type of patch cable. The crossover cable includele
Websensor “Starter Kit” is either solid GRAY or RED
color with YELLOW boots covering the connectors.

Connecting the Websensor to an Ethernet HUB regjaire
“straight” type of patch cable. The “straight” g/pf patch
cable included in the Websensor “Starter Kit” isUBL
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APPENDIX A — Troubleshooting the Websensor

4. lItis important that the Websensor and the H@ghased to
“ping” the Websensor are in the same sub-network.

What this means is if you using a sub-network nwsk
255.255.255.0 the first three (3) octets of the PC’s IP
address and the Websensor's IP address must match.

Example ofinvalid IP addresses:

PC’'s IP address: 155.6.20.1
Websensor's IP address: 192.168.254.102

Example ofvalid IP addresses:

PC/Server IP address: 192.168.254.1
Websensor’'s IP address: 192.168.254.25

5. Confirm with the IT Systems Administrator thiaetP
address being used by the Websensor has not been
previously assigned. Using the PING command tothes
availability of a specific IP address could resuola false
indication if the device using the IP address laPING
RESPOND disabled.
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Appendix B - SPECIFICATIONS

Ranges

Temperature: -40C (-40F) to +123.8°C (254.9°F)
lllumination: O to 1000 Lux
Relative Humidity: O to 100% RH

Accuracy

Temperature: +/- 0.2C @ 25°C
[llumination: Uncalibrated
Relative Humidity: +/- 3%

DC Voltage Measurement

0 to +18 VDC (Center pin of connector is (+)post)

Thermistor Interface

Customer supplied specifications — resistancebat
required to determine correct components.
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Appendix C — Websensor Plug-in’s

The Websensor Plug-in is written in the C language
and the source code is provided on the CD shipped
with the Websensor. The plug-in is compatible with

Nagios and is easily adapted to many other Network
Monitoring Servers.

The latest version can always be obtained by
contacting Esensors, Inc. via email at:
TechHelp@eEsensors.com

Or by visiting our website at:
http://www.eEsensors.com

Works With:
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Appendix D — Default Gateways & Subnet Masks

Q1:

A:

Q2:

: The Websensor has a WWW service built in (mini web-server).

Q3:

Q4.

Why doesn’t the Websensor need a subnet maskan d
default gateway?

Neither a subnet mask nor default gateway is needed because
the Websensor only responds to HTTP requests. The incoming
packet contains the necessary information needed for the
Websensor to return data. As in Q4, we know that incoming
TCP/IP packets include the source IP/MAC addresses.
Websensor will never initiate any TCP/IP communication.

How can | retrieve data from a Websensor?

You can use any web browser to access the Websensor.

Will a Websensor initialize any kind of TCP/IP
communication?

: No. The Websensor will not initialize any TCP/IP

communication. It only listens on port 80, waiting for other
computers to send a HTTP request.

How does the Websensor return data to the compu  ter
which sends the HTTP request?

: Every TCP/IP packet will include the destination IP/MAC, and

source IP/MAC addresses. When the Websensor responds to
a request (within the same subnet), it simply swaps the source
and destination IP/MAC addresses. (During the very first
transmission when the PC knows the Websensor IP address,
but not the Websensor MAC address, it will issue an ARP
request which contains the Websensor’s IP address and use
‘FF’s’ to fill-in the Websensor's MAC address. The Websensor
performs an ‘ARP respond’ to broadcast its IP address and
associated MAC address.)
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Appendix D — Default Gateways & Subnet Masks

Q5. How does the Websensor return data between sub  nets?

A: In the case where a packet passes through a router, the router
will substitute its own MAC address in place of the originating
source MAC address. The source IP/MAC addresses can be
retrieved from any incoming TCP/IP packet. The Websensor
will use the modified IP/MAC address to return its data. This is
further explained in the examples following the Q & A section.

Please Reference the Figure on page D 3.

Q6: How do computers know the Websensor's MAC Addre  ss?
A: Websensor has a portion of the ARP protocol built in. It will only
do ARP responds (RFC1180).

For further information and details on IP kindly reference RFC791
INTERNET PROTOCOL, DARPA INTERNET PROGRAM
PROTOCOL SPECIFICATION and other related documents.

D2



Appendix D — Default Gateways & Subnet Masks

D3



Appendix D — Default Gateways & Subnet Masks

Addressing Examples
Please Reference the Figure on page D 5.

Example A. Server A tries to access Websensor A

The Websensor can retrieve exactly the IP/MAC addresses of
Server A from the HTTP request that is sent from Server A.

Example B. Server A tries to access Websensor B

The HTTP request will be forwarded by Router A first. Router A
replaces the Websensor B MAC address with the Router A MAC
address, and then sends the request to Router B. Router B does
the same thing, replaces the Router A MAC address with the Router
B MAC address, and then sends the request to Websensor B.
Websensor B uses the IP (of Server A) and MAC (of Router B) to
return the TCP/IP packet back to Router B. Router B knows how to
forward these packets back to Router A (Server A IP address),
Router A forwards the Websensor data packet back to Server A.

Example C. Computer B tries to access Websensor C

The HTTP request will be forwarded by Router B (with Router B
MAC) to Router A. Router A then forwards it (with Router A MAC)
to Router C. Router C sends it (with Router C MAC) to Websensor
C. Websensor C uses the IP(Computer B) and MAC (Router C) and
basically reverses the sequence in order to return the requested
data back through the routers to Computer B.
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Appendix E — Websensor Options

ESO02 Digital Power Meter

Monitors voltage & current
Measures power
Connects to EMOL1 via Esbus

ES06 High Level — Input/Output Interface

2 Dry relay contacts
120 VAC detect
Contact closure detection

ES11 Flood Sensor

Detects Moisture/accumulation of water .~ ~

Plug-in's for Nagios available .~

7

Connects to EMO01B via Esbus \%M/
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Appendix F - SERVICE and SUPPORT

For configuration support contact:

TechHelp@eEsensors.com

or call 716-837-8719
(from 9 AM to 4 PM Eastern time.)

Also, reference the Esensors website:

http://www.eEsensors.com

An FAQ section is currently being developed for Bsznsors,
Inc. website.

Please check the Esensors website periodicallgdsting of
the FAQs and application note information.
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